


Introductory MIS:
Managing Information technology, 7/e
Brown, DeHayes, Hoffer, Martin & Perkins ©2012

SharePoint for Students
Cole, Fox & Kroenke ©2012

Experiencing MIS, 5/e
Kroenke ©2015

using MIS, 7/e
Kroenke ©2015

MIS Essentials, 4/e
Kroenke ©2015

Management Information Systems, 13/e
Laudon & Laudon ©2014

Essentials of Management Information

Systems, 11/e
Laudon & Laudon ©2015

It Strategy, 3/e
McKeen & Smith ©2015

Processes, Systems, and Information: An 
Introduction to MIS, 2/e
McKinney & Kroenke ©2015

Essentials of Processes, Systems and Information: 
With SAP tutorials
McKinney & Kroenke ©2014

Information Systems today, 6/e
Valacich & Schneider ©2014

Introduction to Information Systems, 2/e
Wallace ©2015

dAtAbASE:
Hands-on database, 2/e
Conger ©2014

Modern database Management, 11/e
Hoffer, Ramesh & Topi ©2013

database Systems: Introduction to databases and 
data Warehouses
Jukic, Vrbsky & Nestorov ©2014

Essentials of database Management
Hoffer, Topi & Ramesh ©2014

database concepts, 7/e
Kroenke & Auer ©2015

database Processing, 13/e
Kroenke & Auer ©2014

SyStEMS AnAlySIS And dESIgn:
Modern Systems Analysis and design, 7/e
Hoffer, George & Valacich ©2014

Systems Analysis and design, 9/e
Kendall & Kendall ©2014

Essentials of Systems Analysis and design, 6/e
Valacich, George & Hoffer ©2015

dEcISIon SuPPort SyStEMS:

business Intelligence, 3/e
Sharda, Delen & Turban ©2014

decision Support and business Intelligence 
Systems, 10/e
Sharda, Delen & Turban ©2014

dAtA coMMunIcAtIonS & nEtWorkIng:
Applied networking labs, 2/e
Boyle ©2014

digital business networks
Dooley ©2014

business driven data communications
Gendron ©2013

business data networks and Security, 10/e
Panko & Panko ©2015

ElEctronIc coMMErcE:
E-commerce: business, technology, Society, 11/e
Laudon & Traver ©2015

E-commerce Essentials
Laudon & Traver ©2014

Electronic commerce 2012
Turban, King, Lee, Liang & Turban ©2012

EntErPrISE rESourcE PlAnnIng:

Enterprise Systems for Management, 2/e
Motiwalla & Thompson ©2012

ProjEct MAnAgEMEnt:

Project Management: Process, technology and 
Practice
Vaidyanathan ©2013

SEcurIty:
Applied Information Security, 2/e
Boyle ©2014

corporate computer Security, 3/e
Boyle & Panko ©2013

OTHeR MiS TiTLeS OF iNTeReST



Corporate Computer  
Security

Boston Columbus Indianapolis New York San Francisco Upper Saddle River
Amsterdam Cape Town Dubai London Madrid Milan Munich Paris Montréal Toronto

Delhi Mexico City São Paulo Sydney Hong Kong Seoul Singapore Taipei Tokyo

Fourth Edition

Randall J. Boyle

Longwood University

Raymond R. Panko

University of Hawai`i at M -anoa



To Courtney Boyle, thank you for your patience, kindness,  
and perspective on what’s most important in life.

—Randy Boyle

To Julia Panko, my long-time networking and security editor  
and one of the best technology minds I’ve ever encountered.

—Ray Panko

Editor in Chief: Stephanie Wall
Executive Editor: Bob Horan
Program Manager Team Lead: Ashley Santora
Program Manager: Denise Vaughn
Director of Marketing: Maggie Moylan
Executive Marketing Manager: Anne Fahlgren
Project Manager Team Lead: Judy Leale
Project Manager: Tom Benfatti
Operations Specialist: Michelle Klein

Creative Director: Jayne Conte
Cover Designer: Bruce Kenselaar
Digital Production Project Manager: Lisa Rinaldi
Full-Service Project Management: Prabhu Chinnasamy, Integra  
 Software Services Pvt. Ltd.
Printer/Binder: Courier/Westford
Cover Printer: Lehigh-Phoenix
Text Font: Times, 10/12

Credits and acknowledgments borrowed from other sources and reproduced, with permission, in this textbook appear on the appropriate 
page within text.

Microsoft and/or its respective suppliers make no representations about the suitability of the information contained in the documents 
and related graphics published as part of the services for any purpose. All such documents and related graphics are provided “as is” 
without warranty of any kind. Microsoft and/or its respective suppliers hereby disclaim all warranties and conditions with regard to this 
 information, including all warranties and conditions of merchantability, whether express, implied or statutory, fitness for a particular 
purpose, title and non-infringement. In no event shall Microsoft and/or its respective suppliers be liable for any special, indirect or 
 consequential damages or any damages whatsoever resulting from loss of use, data or profits, whether in an action of contract, negligence 
or other tortious  action, arising out of or in connection with the use or performance of information available from the services.

The documents and related graphics contained herein could include technical inaccuracies or typographical errors. Changes are  periodically 
added to the information herein. Microsoft and/or its respective suppliers may make improvements and/or changes in the product(s) and/or 
the program(s) described herein at any time. Partial screen shots may be viewed in full within the software version specified.

Microsoft® Windows®, and Microsoft Office® are registered trademarks of the Microsoft Corporation in the U.S.A. and other countries. 
This book is not sponsored or endorsed by or affiliated with the Microsoft Corporation.

Copyright © 2015, 2013, 2010, 2004 by Pearson Education, Inc., One Lake Street, Upper Saddle River, New Jersey 07458. All 
rights reserved. Manufactured in the United States of America. This publication is protected by Copyright, and permission should be ob-
tained from the  publisher prior to any prohibited reproduction, storage in a retrieval system, or transmission in any form or by any means, 
electronic,  mechanical, photocopying, recording, or likewise. To obtain permission(s) to use material from this work, please submit a 
written request to Pearson Education, Inc., Permissions Department, One Lake Street, Upper Saddle River, New Jersey 07458, or you 
may fax your request to 201-236-3290.

Many of the designations by manufacturers and sellers to distinguish their products are claimed as trademarks. Where those designations 
appear in this book, and the publisher was aware of a trademark claim, the designations have been printed in initial caps or all caps.

Library of Congress Cataloging-in-Publication Data on File

10 9 8 7 6 5 4 3 2 1

ISBN 10: 0-13-354519-9
ISBN 13: 978-0-13-354519-7



iii

ContentS

Chapter 1 The Threat Environment 1
1.1 Introduction 2

Basic Security Terminology 2
The ThreaT environmenT 2
SecuriTy GoalS 3
compromiSeS 3
counTermeaSureS 3

1.2 Employee And Ex-Employee 
Threats 9

Why Employees Are Dangerous 9
Employee Sabotage 11
Employee Hacking 12
Employee Financial Theft and Theft of 
Intellectual Property 12
Employee Extortion 13
Employee Sexual or Racial 
 Harassment 14
Employee Computer and Internet 
Abuse 14

inTerneT abuSe 14
non-inTerneT compuTer abuSe 15

Data Loss 15
Other “Internal” Attackers 16

1.3 Malware 16
Malware Writers 16
Viruses 16
Worms 18
Blended Threats 20
Payloads 20
Trojan Horses and Rootkits 20

nonmobile malware 20
Trojan horSeS 21
remoTe acceSS TrojanS 21
DownloaDerS 22
Spyware 22
rooTkiTS 23

Mobile Code 23

Social Engineering in Malware 23
Spam 24
phiShinG 24
Spear phiShinG 26
hoaxeS 27

1.4 Hackers And Attacks 27
Traditional Motives 27

Anatomy of a Hack 28
TarGeT SelecTion 28
reconnaiSSance probeS 29
The exploiT 30
SpoofinG 30

Social Engineering in an Attack 31

Denial-of-Service Attacks 33

Skill Levels 35

1.5 The Criminal Era 36
Dominance by Career Criminals 36

cybercrime 36
inTernaTional GanGS 37
black markeTS anD markeT  
SpecializaTion 38

Fraud, Theft, and Extortion 41
frauD 41
financial anD inTellecTual properTy 
ThefT 41
exTorTion aGainST corporaTionS 42

Stealing Sensitive Data about 
 Customers and Employees 43

carDinG 43
bank accounT ThefT 43
online STock accounT ThefT 43
iDenTiTy ThefT 43
The corporaTe connecTion 44
corporaTe iDenTiTy ThefT 44

1.6 Competitor Threats 45
Commercial Espionage 45

Denial-of-Service Attacks 46

Preface xix
About the Authors xxv



iv Contents

1.7 Cyberwar And Cyberterror 47
Cyberwar 47
Cyberterror 48

1.8 Conclusion 49
Thought Questions 50    •    Hands-
on Projects 51    •    Project 
Thought Questions 52    •    Case 
Study 52    •    Case Discussion 
Questions 53    •    Perspective  
Questions 53

Chapter 2 Planning and Policy 54
2.1 Introduction 55

Defense 55
Management Processes 56

manaGemenT iS The harD parT 56
comprehenSive SecuriTy 56
weakeST-linkS failureS 56
The neeD To proTecT many 
 reSourceS 57

The Need for a Disciplined Security 
Management Process 58
The Plan–Protect–Respond  
Cycle 59

planninG 59
proTecTion 59
reSponSe 60

Vision in Planning 61
viewinG SecuriTy aS an enabler 61
DevelopinG poSiTive viSionS of 
 uSerS 63

Strategic IT Security Planning 63

2.2 Compliance Laws and 
 Regulations 64

Driving Forces 64
Sarbanes–Oxley 65
Privacy Protection Laws 67
Data Breach Notification  
Laws 70
The Federal Trade Commission 70
Industry Accreditation 71
PCI-DSS 71
FISMA 71

2.3 Organization 72
Chief Security Officers 72
Should You Place Security 
 within IT? 72

locaTinG SecuriTy wiThin iT 72
placinG SecuriTy ouTSiDe iT 74
a hybriD SoluTion 74

Top Management Support 74
Relationships with Other 
 Departments 75

Special relaTionShipS 75
all corporaTe DeparTmenTS 75
buSineSS parTnerS 76

Outsourcing IT Security 76
e-mail ouTSourcinG 76
manaGeD SecuriTy Service  
proviDer 79

2.4 Risk Analysis 81
Reasonable Risk 81
Classic Risk Analysis 
 Calculations 82

aSSeT value 82
expoSure facTor 82
SinGle loSS expecTancy 82
annualizeD probabiliTy (or raTe) of 
occurrence 82
annualizeD loSS expecTancy 83
counTermeaSure impacT 83
annualizeD counTermeaSure coST anD 
neT value 83

Problems with Classic Risk Analysis 
Calculations 85

uneven mulTiyear caSh flowS 85
ToTal coST of inciDenT 85
many-To-many relaTionShipS 
 beTween counTermeaSureS anD 
 reSourceS 86
The impoSSibiliTy of compuTinG 
 annualizeD raTeS of  
occurrence 87
The problem wiTh “harD-heaDeD 
ThinkinG” 87
perSpecTive 88

Responding to Risk 88
riSk reDucTion 88
riSk accepTance 88



 Contents v

riSk TranSference (inSurance) 88
riSk avoiDance 88

2.5 Technical Security Architecture 89
Technical Security Architectures 89

archiTecTural DeciSionS 90
DealinG wiTh leGacy SecuriTy 
 TechnoloGy 90

Principles 90
DefenSe in DepTh 90
DefenSe in DepTh verSuS weakeST 
linkS 90
SinGle poinTS of vulnerabiliTy 91
minimizinG SecuriTy burDenS 92
realiSTic GoalS 92

Elements of a Technical Security  
Architecture 92

borDer manaGemenT 93
inTernal SiTe SecuriTy 
 manaGemenT 93
manaGemenT of remoTe 
 connecTionS 93
inTerorGanizaTional SySTemS 93
cenTralizeD SecuriTy manaGemenT 93

2.6 Policy-Driven Implementation 93
Policies 94

whaT are policieS? 94
whaT, noT how 94
clariTy 94

Categories of Security Policies 95
corporaTe SecuriTy policy 95
major policieS 95
accepTable uSe policy 96
policieS for Specific counTermeaSureS 
or reSourceS 96

Policy-Writing Teams 98

Implementation Guidance 98
no GuiDance 98
STanDarDS anD GuiDelineS 98

Types of Implementation  
Guidance 100

proceDureS 100
proceSSeS 100
baSelineS 101
beST pracTiceS anD recommenDeD 
pracTiceS 101

accounTabiliTy 101
eThicS 102

Exception Handling 103
Oversight 104

policieS anD overSiGhT 104
promulGaTion 105
elecTronic moniTorinG 105
SecuriTy meTricS 105
auDiTinG 106
anonymouS proTecTeD hoTline 106
behavioral awareneSS 108
frauD 108
SancTionS 109

2.7 Governance Frameworks 110
COSO 111

The coSo framework 111
objecTiveS 112
reaSonable aSSurance 112
coso framework componenTS 112

CobiT 113
The cobit framework 114
Dominance in The uniTeD STaTeS 114

The ISO/IEC 27000 Family 115
Iso/IEc 27002 115
Iso/IEc 27001 116
oTher 27000 STanDarDS 116

2.8 Conclusion 117
Thought Questions 117    •     
Hands-on Projects 117    •     
Project Thought Questions 118 
•    Case Study 119    •    Case Discus-
sion Questions 120    •    Perspective 
Questions 120

Chapter 3 Cryptography 121
3.1 What is Cryptography? 122

Encryption for Confidentiality 123
Terminology 123

plainTexT 123
encrypTion anD cipherTexT 123
cipher 124
key 124
keepinG The key SecreT 124

The Simple Cipher 124
Cryptanalysis 125



vi Contents

Substitution and Transposition  
Ciphers 126
Substitution Ciphers 126
Transposition Ciphers 126
Real-world Encryption 127
Ciphers and Codes 127
Symmetric Key Encryption 129

key lenGTh 129

Human Issues in Cryptography 131

3.2 Symmetric Key Encryption 
 Ciphers 133

RC4 133
The Data Encryption Standard 
(DES) 134

56-biT key Size 134
block encrypTion 134

Triple DES (3DES) 135
168-biT 3DeS operaTion 135
112-biT 3DeS 135
perSpecTive on 3DeS 136

Advanced Encryption Standard 
(AES) 136
Other Symmetric Key Encryption 
Ciphers 136

3.3 Cryptographic System 
 Standards 139

Cryptographic Systems 139
Initial Handshaking Stages 139

neGoTiaTion 139
iniTial auThenTicaTion 140
keyinG 140

Ongoing Communication 140

3.4 The Negotiation Stage 141
Cipher Suite Options 141
Cipher Suite Policies 142

3.5 Initial Authentication Stage 142
Authentication Terminology 142
Hashing 143
Initial Authentication with 
 MS-CHAP 144

on The SupplicanT’S machine: 
 haShinG 144
on The verifier Server 145

3.6 The Keying Stage 146
Session Keys 146
Public Key Encryption for 
 Confidentiality 146

Two keyS 146
proceSS 146
paDlock anD key analoGy 146
hiGh coST anD ShorT meSSaGe 
lenGThS 147
rSa anD ecc 147
key lenGTh 148

Symmetric Key Keying Using Public 
Key Encryption 148
Symmetric Key Keying Using   
Diffie–Hellman Key Agreement 149

3.7 Message-By-Message 
 Authentication 150

Electronic Signatures 150
Public Key Encryption for 
 Authentication 150
Message-by-Message Authentication 
with Digital Signatures 151

DiGiTal SiGnaTureS 151
haShinG To proDuce The meSSaGe 
DiGeST 151
SiGninG The meSSaGe DiGeST To proDuce 
The DiGiTal SiGnaTure 151
SenDinG The meSSaGe wiTh 
 confiDenTialiTy 152
verifyinG The SupplicanT 153
meSSaGe inTeGriTy 153
public key encrypTion 
for  confiDenTialiTy anD 
 auThenTicaTion 153

Digital Certificates 154
cerTificaTe auThoriTieS 154
DiGiTal cerTificaTe 155
verifyinG The DiGiTal cerTificaTe 155
The roleS of The DiGiTal cerTificaTe 
anD DiGiTal SiGnaTure 157

Key-Hashed Message Authentication 
Codes 158

The problem wiTh DiGiTal 
 SiGnaTureS 158

Creating and Testing the HMAC 158
Nonrepudiation 160



 Contents vii

3.8 Quantum Security 162
3.9 Cryptographic Systems 163

Virtual Private Networks (VPNs) 164
Why VPNs? 164
Host-to-Host VPNs 164
Remote Access VPNs 165
Site-to-Site VPNs 165

3.10 SSL/TLS 166
Nontransparent Protection 166
Inexpensive Operation 167
SSL/TLS Gateways and Remote 
 Access VPNs 167

vpn GaTeway STanDarDS 168
auThenTicaTion 168
connecTinG The clienT pc To 
 auThorizeD reSourceS 168
SecuriTy for ServiceS 168
browSer on The clienT 168
aDvanceD ServiceS require 
 aDminiSTraTor privileGeS on pcS 170
perSpecTive 171

3.11 IPsec 171
Attractions of IPsec 171

SSl/TlS GiveS nonTranSparenT 
 TranSporT layer SecuriTy 172
ipSec: TranSparenT inTerneT layer 
SecuriTy 172
ipSec in boTh ipv4 anD ipv6 172

IPsec Transport Mode 173
hoST-To-hoST SecuriTy 173
enD-To-enD proTecTion 173
coST of SeTup 173
ipSec in TranSporT moDe anD 
 firewallS 173

IPsec Tunnel Mode 174
proTecTion iS proviDeD by ipSec 
 GaTewayS 174
leSS expenSive Than TranSporT 
moDe 174
firewall-frienDly proTecTion 175
no proTecTion wiThin The Two 
SiTeS 175

IPsec Security Associations (SAs) 175
SeparaTe SaS in The Two 
 DirecTionS 175
policy-baSeD Sa 176

3.12 Conclusion 176
Thought Questions 178    •     
Hands-on Projects 179    •     
Project Thought Questions 180 
•    Case Study 181    •    Case Discus-
sion Questions 182    •    Perspective 
Questions 182

Chapter 4 Secure Networks 183
4.1 Introduction 184

Creating Secure Networks 184
availabiliTy 184
confiDenTialiTy 184
funcTionaliTy 185
acceSS conTrol 185

Future of Secure Networks 185
DeaTh of The perimeTer 185
riSe of The ciTy 186

4.2 DoS Attacks 187
Denial of Service … But Not an 
 Attack 187

FaulTy coDinG 187
referralS from larGe SiTeS 188

Goal of DoS Attacks 188
STop criTical ServiceS 188
DeGraDe ServiceS 188

Methods of DoS Attacks 188
DirecT anD inDirecT aTTackS 190
inTermeDiary 192
reflecTeD aTTack 194
SenDinG malformeD packeTS 195

Defending Against Denial-of-Service 
Attacks 196

black holinG 197
valiDaTinG The hanDShake 198
raTe limiTinG 198

4.3 ARP Poisoning 199
Normal ARP Operation 199

The problem 201

ARP Poisoning 201
ARP DoS Attack 203
Preventing ARP Poisoning 203

STaTic TableS 203
limiT local acceSS 204



viii Contents

4.4 Access Control for Networks 206
LAN Connections 206
Access Control Threats 206
Eavesdropping Threats 207

4.5 Ethernet Security 207
Ethernet and 802.1X 207

coST SavinGS 208
conSiSTency 208
immeDiaTe chanGeS 208

The Extensible Authentication Protocol 
(EAP) 209

eap operaTion 209
exTenSibiliTy 210

RADIUS Servers 210
RadIus anD eap 211

4.6 Wireless Security 211
Wireless Attacks 212
Unauthorized Network Access 212

prevenTinG unauThorizeD acceSS 213

Evil Twin Access Points 215
Wireless Denial of Service 216

flooD The frequency 216
flooD The acceSS poinT 218
SenD aTTack commanDS 218

Wireless LAN Security with 
802.11i 218

eap’S neeD for SecuriTy 219
aDDinG SecuriTy To eap 219
eap-TlS anD peap 220

Core Wireless Security Protocols 221
Wired Equivalent Privacy (WEP) 221
Cracking WEP 221

ShareD keyS anD operaTional 
 SecuriTy 221
exploiTinG wep’S weakneSS 222

Perspective 223
Wi-Fi Protected Access (WPA™) 223
Pre-Shared Key (PSK) Mode 226
Wireless Intrusion Detection 
 Systems 228
False 802.11 Security Measures 229

SpreaD SpecTrum operaTion anD 
 SecuriTy 229

TurninG off SSiD broaDcaSTinG 229
mac acceSS conTrol liSTS 229

Implementing 802.11i or WPA Is 
Easier 229

4.7 Conclusion 230
Thought Questions 232    •     
Hands-on Projects 232    •     
Project Thought Questions 233 
•    Case Study 233    •    Case Discus-
sion Questions 235    •    Perspective 
Questions 235

Chapter 5 Access Control 236
5.1 Introduction 237

Access Control 237
Authentication, Authorizations, and 
Auditing 237
Authentication 238
Beyond Passwords 238
Two-Factor Authentication 238
Individual and Role-Based Access 
Control 238
Organizational and Human 
 Controls 240
Military and National Security 
 Organization Access Controls 240
Multilevel Security 241

5.2 Physical Access and Security 242
Risk Analysis 242
ISO/IEC 9.1: Secure Areas 242

phySical SecuriTy perimeTer 242
phySical enTry conTrolS 242
public acceSS, Delivery, anD loaDinG 
areaS 243
SecurinG officeS, roomS, anD 
 faciliTieS 243
proTecTinG aGainST exTernal anD 
 environmenTal ThreaTS 244
ruleS for workinG in Secure 
 areaS 247

ISO/IEC 9.2 Equipment Security 247
equipmenT SiTinG anD proTecTion 247
SupporTinG uTiliTieS 248
cablinG SecuriTy 248



 Contents ix

SecuriTy DurinG off-SiTe equipmenT 
mainTenance 248
SecuriTy of equipmenT  
off- premiSeS 248
Secure DiSpoSal or reuSe of 
 equipmenT 248
removal of properTy 248

Other Physical Security Issues 249
TerroriSm 249
piGGybackinG 249
moniTorinG equipmenT 249
DumpSTer™ DivinG 250
DeSkTop pc SecuriTy 250
noTebook SecuriTy 250

5.3 Passwords 251
Password-Cracking Programs 251

Password Policies 251

Password Use and Misuse 251
noT uSinG The Same paSSworD aT 
 mulTiple SiTeS 252
paSSworD DuraTion policieS 253
policieS prohibiTinG ShareD 
 accounTS 253
DiSablinG paSSworDS ThaT are no 
 lonGer valiD 253
loST paSSworDS 254
paSSworD STrenGTh 256
paSSworD auDiTinG 256

The End of Passwords? 257

5.4 Access Cards and Tokens 258
Access Cards 258

maGneTic STripe carDS 259
SmarT carDS 259
carD reaDer coSTS 259

Tokens 259
one-Time-paSSworD TokenS 260
uSb TokenS 260

Proximity Access Tokens 260

Addressing Loss and Theft 260
phySical Device cancellaTion 260
Two-facTor auThenTicaTion 260

5.5 Biometric Authentication 263
Biometrics 263
Biometric Systems 264

iniTial enrollmenT 264

SubSequenT acceSS aTTempTS 264
accepTance or rejecTion 265

Biometric Errors 266
falSe accepTance raTe 266
falSe rejecTion raTe 267
which iS worSe? 267
venDor claimS 267
failure To enroll 267

Verification, Identification, and 
Watch Lists 268

verificaTion 268
iDenTificaTion 268
waTch liSTS 269

Biometric Deception 270
Biometric Methods 270

finGerprinT recoGniTion 270
iriS recoGniTion 271
face recoGniTion 272
hanD GeomeTry 273
voice recoGniTion 277
oTher formS of biomeTric 
 auThenTicaTion 277

5.6 Cryptographic  
Authentication 277

Key Points from Chapter 3 277
Public Key Infrastructures 278

The firm aS a cerTificaTe 
 auThoriTy 278
creaTinG public key–privaTe 
key pairS 278
DiSTribuTinG DiGiTal  
cerTificaTeS 279
accepTinG DiGiTal  
cerTificaTeS 279
cerTificaTe revocaTion  
STaTuS 279
proviSioninG 279
The prime auThenTicaTion 
 problem 279

5.7 Authorization 280
The Principle of Least  
Permissions 280

5.8 Auditing 282
Logging 282
Log Reading 282

reGular loG reaDinG 282



x Contents

perioDic exTernal auDiTS of loG file 
enTrieS 283
auTomaTic alerTS 283

5.9 Central Authentication 
 Servers 283

The Need for Centralized 
 Authentication 283
Kerberos 284

5.10 Directory Servers 285
What Are Directory Servers? 286
Hierarchical Data Organization 286
Lightweight Data Access  
Protocol 287
Use by Authentication Servers 287
Active Directory 287

acTive DirecTory DomainS 287

Trust 289
5.11 Full Identity Management 290

Other Directory Servers and  
Metadirectories 290
Federated Identity Management 291

The SecuriTy aSSerTion markup 
 lanGuaGe 292
perSpecTive 292

Identity Management 293
benefiTS of iDenTiTy  
manaGemenT 293
whaT iS iDenTiTy? 293
iDenTiTy manaGemenT 294

Trust and Risk 295
5.12 Conclusion 296

Thought Questions 298     •     
Hands-on Projects 298    •     
Project Thought Questions 300 
•    Case Study 300    •    Case Discus-
sion Questions 301    •    Perspective 
Questions 302

Chapter 6 Firewalls 303
6.1 Introduction 304

Basic Firewall Operation 304
The Danger of Traffic Overload 308
Firewall Filtering Mechanisms 310

6.2 Static Packet Filtering 310

Looking at Packets One at a  
Time 311
Looking Only at Some Fields in the 
Internet and Transport Headers 311
Usefulness of Static Packet 
 Filtering 311
Perspective 313

6.3 Stateful Packet Inspection 313
Basic Operation 313

connecTionS 313
STaTeS 313
STaTeful packeT inSpecTion wiTh Two 
STaTeS 314
repreSenTinG connecTionS 315

Packets That Do Not Attempt to 
Open Connections 315

Tcp connecTionS 318
uDp anD icmp connecTionS 318
aTTack aTTempTS 319
perSpecTive 319

Packets That Do Attempt to Open a 
Connection 319
Access Control Lists (ACLs) for 
 Connection-Opening Attempts 320

well-known porT numberS 321
acceSS conTrol liSTS for  inGreSS 
filTerinG 322
if-Then formaT 322
porTS anD Server acceSS 322
DiSallow all connecTionS 323

Perspective on SPI Firewalls 324
low coST 324
SafeTy 324
Dominance 324

6.4 Network Address 
 Translation 324

Sniffers 325
naT operaTion 325
packeT creaTion 325
neTwork anD porT aDDreSS 
 TranSlaTion (nat/pat) 325
TranSlaTion Table 325
reSponSe packeT 325
reSToraTion 325
proTecTion 326



 Contents xi

Perspective on NAT 326
naT/paT 326
TranSparency 326
naT TraverSal 326

6.5 Application Proxy Firewalls and 
Content Filtering 326

Application Proxy Firewall 
 Operation 326

operaTional DeTailS 326
applicaTion proxy proGramS verSuS 
applicaTion proxy firewallS 327
proceSSinG-inTenSive operaTion 327
only a few applicaTionS can be  
proxieD 327
Two common uSeS 327

Application Content Filtering in Stateful 
Packet Inspection Firewalls 328
Application Content Filtering for 
HTTP 329
Client Protections 330
Server Protections 331
Other Protections 333

6.6 Intrusion Detection Systems and 
Intrusion Prevention Systems 334

Intrusion Detection Systems 334
firewallS verSuS iDSS 334
falSe poSiTiveS  
(falSe alarmS) 334
heavy proceSSinG  
requiremenTS 336

Intrusion Prevention Systems 336
aSicS for faSTer proceSSinG 337
The aTTack iDenTificaTion confiDence 
SpecTrum 337

IPS Actions 337
DroppinG packeTS 337
limiTinG Traffic 337

6.7 Antivirus Filtering and Unified 
Threat Management 337

6.8 Firewall Architectures 342
Types of Firewalls 342

main borDer firewallS 342
ScreeninG borDer rouTerS 342
inTernal firewallS 342

hoST firewallS 342
DefenSe in DepTh 343

The Demilitarized Zone (DMZ) 343
SecuriTy implicaTionS 344
hoSTS in The Dmz 344

6.9 Firewall Management 345
Defining Firewall Policies 345

why uSe policieS? 345
exampleS of policieS 345

Implementation 347
firewall harDeninG 347
cenTral firewall manaGemenT 
 SySTemS 347
firewall policy DaTabaSe 348
vulnerabiliTy TeSTinG afTer 
 confiGuraTion 349
chanGe auThorizaTion anD 
 manaGemenT 349
reaDinG firewall loGS 349

Reading Firewall Logs 350

Log Files 350

Sorting the Log File by Rule 350

Echo Probes 351

External Access to All Internal FTP 
Servers 352

Attempted Access to Internal 
 Webservers 352

Incoming Packet with a Private IP 
Source Address 352

Lack of Capacity 352

Perspective 352

Sizes of Log Files 353

Logging All Packets 353

6.10 Firewall Filtering Problems 353
The Death of the Perimeter 354

avoiDinG The borDer firewall 354
exTenDinG The perimeTer 355
perSpecTive 355

Attack Signatures versus Anomaly 
Detection 355

zero-Day aTTackS 356
anomaly DeTecTion 356
accuracy 356



xii Contents

6.11 Conclusion 356
Thought Questions 358    •     
Hands-on Projects 359    •     
Project Thought Questions 361 
•    Case Study 361    •    Case Discus-
sion Questions 363    •    Perspective 
Questions 363

Chapter 7 Host Hardening 364
7.1 Introduction 365

What Is a Host? 365
The Elements of Host Hardening 365
Security Baselines and Images 366
Virtualization 367

virTualizaTion analoGy 368
benefiTS of virTualizaTion 369

Systems Administrators 369

7.2 Important Server Operating 
 Systems 375

Windows Server Operating 
 Systems 375

The winDowS Server uSer 
 inTerface 375
STarT → aDminiSTraTive ToolS 376
microSofT manaGemenT conSoleS 
(mmcS) 376

UNIX (Including Linux) Servers 377
many verSionS 378
linux 379
unix uSer inTerfaceS 380

7.3 Vulnerabilities and Patches 381
Vulnerabilities and Exploits 381
Fixes 381

work-arounDS 385
paTcheS 385
Service packS 386
verSion upGraDeS 386

The Mechanics of Patch 
 Installation 386

microSofT winDowS Server 386
linux rpm proGram 386

Problems with Patching 386
The number of paTcheS 386
coST of paTch inSTallaTion 387

prioriTizinG paTcheS 387
paTch manaGemenT ServerS 387
The riSkS of paTch inSTallaTion 388

7.4 Managing Users and  
Groups 388

The Importance of Groups in Security 
Management 388
Creating and Managing Users and 
Groups in Windows 389

The aDminiSTraTor accounT 389
manaGinG accounTS 389
creaTinG uSerS 390
winDowS GroupS 390

7.5 Managing Permissions 391
Permissions 391
Assigning Permissions in 
 Windows 392

DirecTory permiSSionS 392
winDowS permiSSionS 393
aDDinG uSerS anD GroupS 393
inheriTance 393
DirecTory orGanizaTion 393

Assigning Groups and Permissions in 
UNIX 394

number of permiSSionS 395
number of accounTS or GroupS 395

7.6 Creating Strong Passwords 395
Creating and Storing Passwords 396

creaTinG a paSSworD haSh 396
STorinG paSSworDS 396
STealinG paSSworDS 397

Password-Cracking Techniques 397
bruTe-force GueSSinG 397
DicTionary aTTackS on common worD 
paSSworDS 399
hybriD DicTionary aTTackS 400
rainbow TableS 401
Truly ranDom paSSworDS 401
TeSTinG anD enforcinG The STrenGTh of 
paSSworDS 402
oTher paSSworD ThreaTS 402

7.7 Testing For Vulnerabilities 403
Windows Client PC Security 404
Client PC Security Baselines 404
The Windows Action Center 404



 Contents xiii

Windows Firewall 405
Automatic Updates 406
Antivirus and Spyware Protection 407
Implementing Security Policy 408

paSSworD policieS 408
accounT policieS 408
auDiT policieS 408

Protecting Notebook Computers 410
ThreaTS 410
backup 410
policieS for SenSiTive DaTa 411
TraininG 411
compuTer recovery SofTware 411

Centralized PC Security  
Management 411

STanDarD confiGuraTionS 412
neTwork acceSS conTrol 412
winDowS Group policy objecTS 412

7.8 Conclusion 415
Thought Questions 416    •    Hands-
on Projects 416    •    Project 
Thought Questions 417    •    Case 
Study 417    •    Case Discussion 
Questions 419    •    Perspective 
 Questions 419

Chapter 8 Application Security 420
8.1 Application Security and 
 Hardening 421

Executing Commands with the 
Privileges of a Compromised 
 Application 421
Buffer Overflow Attacks 421

bufferS anD overflowS 422
STackS 422
reTurn aDDreSS 422
The buffer anD buffer overflow 422
execuTinG aTTack coDe 422
an example: The iiS ipp buffer  
overflow aTTack 423

Few Operating Systems, Many 
 Applications 423
Hardening Applications 424

unDerSTanD The Server’S role anD 
ThreaT environmenT 424
The baSicS 425

minimize applicaTionS 425
SecuriTy baSelineS for applicaTion 
minimizaTion 426
creaTe a Secure confiGuraTion 426
inSTall applicaTion paTcheS anD 
 upDaTeS 427
minimize The permiSSionS of 
 applicaTionS 427
aDD applicaTion-level auThenTicaTion, 
auThorizaTionS, anD auDiTinG 427
implemenT crypToGraphic  SySTemS 427

Securing Custom Applications 427
never TruST uSer inpuT 428
buffer overflow aTTackS 428
loGin Screen bypaSS aTTackS 429
croSS-SiTe ScripTinG aTTackS 429
Sql injecTion aTTackS 429
ajax manipulaTion 430
TraininG in Secure compuTinG 430

8.2 WWW and E-Commerce 
 Security 433

The Importance of WWW and 
 E-Commerce Security 433

WWW Service versus E-Commerce 
Service 433

www Service 433
e-commerce Service 433
exTernal acceSS 434
cuSTom proGramS 435

Some Webserver Attacks 435
webSiTe DefacemenT 435
buffer overflow aTTack To launch a 
commanD Shell 436
DirecTory TraverSal aTTack 436
The DirecTory TraverSal wiTh  
hexaDecimal characTer  
eScapeS 436
unicoDe DirecTory TraverSal 437

Patching the Webserver and  
E-Commerce Software and Its 
 Components 437

e-commerce SofTware 
 vulnerabiliTieS 437

Other Website Protections 438
webSiTe vulnerabiliTy aSSeSSmenT 
ToolS 438



xiv Contents

webSiTe error loGS 438
webServer-Specific applicaTion proxy 
firewallS 439

Controlling Deployment 439
DevelopmenT ServerS 439
TeSTinG ServerS 439
proDucTion ServerS 439

8.3 Web Browser Attacks 440
browSer ThreaTS 440
mobile coDe 440
maliciouS linkS 442
oTher clienT-SiDe aTTackS 442

Enhancing Browser Security 444
paTchinG anD upGraDinG 444
confiGuraTion 444
inTerneT opTionS 444
SecuriTy Tab 444
privacy Tab 448

8.4 E-Mail Security 449
E-Mail Content Filtering 449

maliciouS coDe in aTTachmenTS anD 
hTml boDieS 449
Spam 449
inappropriaTe conTenT 450
exTruSion prevenTion 450
perSonally iDenTifiable 
 informaTion 450

Where to Do E-Mail Malware and 
Spam Filtering 451
E-Mail Encryption 452

TranSmiSSion encrypTion 452
meSSaGe encrypTion 452

8.5 Voice over IP Security 454
Sending Voice between Phones 454
Transport and Signaling 455
SIP and H.323 455
Registration 455
SIP Proxy Servers 455
PSTN Gateway 456
VoIP Threats 456
Eavesdropping 456
Denial-of-Service Attacks 457
Caller Impersonation 457
Hacking and Malware Attacks 457

Toll Fraud 458
Spam over IP Telephony 458
New Threats 458
Implementing VoIP Security 459
Authentication 459
Encryption for Confidentiality 460
Firewalls 460
NAT Problems 460
Separation: Anticonvergence 460
The Skype VoIP Service 461

8.6 Other User Applications 462
Instant Messaging 462
TCP/IP Supervisory Applications 464

8.7 Conclusion 465
Thought Questions 466    •    Hands-
on Projects 466    •    Project 
Thought Questions 468    •    Case 
Study 468    •    Case Discussion 
Questions 469    •    Perspective 
Questions 469

Chapter 9 Data Protection 470
9.1 Introduction 471

Data’s Role in Business 471
Sony DaTa breacheS 471

Securing Data 472

9.2 Data Protection: Backup 472
The Importance of Backup 472
Threats 472
Scope of Backup 472

file/DirecTory DaTa backup 473
imaGe backup 473
ShaDowinG 473

Full versus Incremental Backups 475
Backup Technologies 476

local backup 476
cenTralizeD backup 478
conTinuouS DaTa proTecTion 478
inTerneT backup Service 479
meSh backup 479

9.3 Backup Media and Raid 480
maGneTic Tape 480
clienT pc backup 481



 Contents xv

Disk Arrays—RAID 481
Raid Levels 482

no raiD 482
raiD 0 483
raiD 1 483
raiD 5 485

9.4 Data Storage Policies 488
backup creaTion policieS 488
reSToraTion policieS 488
meDia SToraGe locaTion policieS 488
encrypTion policieS 489
acceSS conTrol policieS 489
reTenTion policieS 490
auDiTinG backup policy compliance 490

E-Mail Retention 490
The benefiT of reTenTion 490
The DanGerS of reTenTion 490
acciDenTal reTenTion 491
ThirD-parTy e-mail reTenTion 491
leGal archivinG requiremenTS 491
u.S. feDeral ruleS of civil 
 proceDure 491
meSSaGe auThenTicaTion 493
DevelopinG policieS anD 
 proceSSeS 493

User Training 493
Spreadsheets 494

vaulT Server acceSS conTrol 494
oTher vaulT Server  
proTecTionS 495

9.5 Database Security 495
Relational Databases 496

limiTinG The view of DaTa 496

Database Access Control 500
DaTabaSe accounTS 500
Sql injecTion aTTackS 500

Database Auditing 501
whaT To auDiT 501
TriGGerS 502

Database Placement and 
 Configuration 503

chanGe The DefaulT porT 504

Data Encryption 504
key eScrow 504
file/DirecTory encrypTion verSuS 
whole-DiSk encrypTion 506

proTecTinG acceSS To  
The compuTer 506
DifficulTieS in file SharinG 506

9.6 Data Loss Prevention 506
Data Collection 506

perSonally iDenTifiable informaTion 507
DaTa maSkinG 507

Information Triangulation 509
buy or Sell DaTa 510

Document Restrictions 511
DiGiTal riGhTS manaGemenT 511
DaTa exTruSion manaGemenT 512
exTruSion prevenTion 512

Data Loss Prevention Systems 512
Dlp aT The GaTeway 514
Dlp on clienTS 514
Dlp for DaTa SToraGe 514
Dlp manaGer 514
waTermarkS 514
removable meDia conTrolS 515
perSpecTive 516

Employee Training 516
Social neTworkinG 516

Data Destruction 517
nominal DeleTion 517
baSic file DeleTion 518
wipinG/clearinG 519
DeSTrucTion 519

9.7 Conclusion 520
Thought Questions 520    •     
Hands-on Projects 521    •     
Project Thought Questions 522 
•    Case Study 522    •    Case Discus-
sion Questions 524    •    Perspective 
Questions 524

Chapter 10 Incident and Disaster 
 Response 525

10.1 Introduction 526
Walmart and Hurricane Katrina 526
Incidents Happen 527
Incident Severity 527

falSe alarmS 527
minor inciDenTS 527
major inciDenTS 527
DiSaSTerS 529



xvi Contents

Speed and Accuracy 530
SpeeD iS of The eSSence 530
So iS accuracy 530
planninG 531
rehearSal 531

10.2 The Intrusion Response Process 
For Major Incidents 532

Detection, Analysis, and  
Escalation 532

DeTecTion 532
analySiS 534
eScalaTion 534

Containment 534
DiSconnecTion 534
black-holinG The aTTacker 534
conTinuinG To collecT DaTa 534

Recovery 535
repair DurinG conTinuinG Server 
 operaTion 535
reSToraTion from  
backup TapeS 535
ToTal SofTware reinSTallaTion 536

Apology 536
Punishment 536

puniShinG employeeS 536
The DeciSion To purSue 
 proSecuTion 537
collecTinG anD manaGinG  
eviDence 537

Postmortem Evaluation 539
Organization of the CSIRT 539
Legal Considerations 540
Criminal versus Civil Law 540
Jurisdictions 541
The U.S. Federal Judicial  
System 542
U.S. State and Local Laws 542
International Law 543
Evidence and Computer  
Forensics 545
U.S. Federal Cybercrime Laws 546

compuTer hackinG, malware 
 aTTackS, Denial-of-Service  aTTackS, 
anD oTher aTTackS (18 u.S.c. 
§ 1030) 546
hackinG 547

Denial-of-Service anD malware 
 aTTackS 547
DamaGe ThreSholDS 547

Confidentiality in Message 
 Transmission 548
Other Federal Laws 548

10.3 Intrusion Detection Systems 548
Functions of an IDS 549

loGGinG (DaTa collecTion) 549
auTomaTeD analySiS by The iDS 550
acTionS 550
loG Summary reporTS 550
SupporT for inTeracTive manual loG 
analySiS 550

Distributed IDSs 551
aGenTS 551
manaGer anD inTeGraTeD loG file 551
baTch verSuS real-Time DaTa 
 TranSfer 551
Secure manaGer–aGenT 
 communicaTion 552
venDor communicaTion 552

Network IDSs 552
STanD-alone niDSS 552
SwiTch anD rouTer niDSS 552
STrenGThS of niDSS 552
weakneSSeS of niDSS 552
hoST iDSS 553
aTTracTion of hiDSS 553
weakneSSeS of hoST iDSS 554
hoST iDSS: operaTinG SySTem 
 moniTorS 554

Log Files 554
Time-STampeD evenTS 554
inDiviDual loGS 554
inTeGraTeD loGS 554
manual analySiS 556

Managing IDSs 557
TuninG for preciSion 557

Honeypots 558

10.4 Business Continuity  
Planning 563

Principles of Business Continuity 
 Management 565

people firST 565
reDuceD capaciTy in DeciSion 
 makinG 565
avoiDinG riGiDiTy 565



 Contents xvii

communicaTion, communicaTion, 
 communicaTion 565

Business Process Analysis 566
iDenTificaTion of buSineSS proceSSeS 
anD Their inTerrelaTionShipS 566
prioriTizaTion of buSineSS  
proceSSeS 566
Specify reSource neeDS 566
Specify acTionS anD SequenceS 566

Testing and Updating the Plan 566

10.5 IT Disaster Recovery 567
Types of Backup Facilities 568

hoT SiTeS 568
colD SiTeS 568
SiTe SharinG wiTh conTinuouS DaTa 
proTecTion 568
locaTion of The SiTeS 569

Office PCs 572
DaTa backup 572
new compuTerS 572
work environmenT 572

Restoration of Data and Programs 572
Testing the IT Disaster Recovery 
Plan 573

10.6 Conclusion 573
Thought Questions 574    •     
Hands-on Projects 574    •     
Project Thought Questions 575 
•    Case Study 575    •    Case Discus-
sion Questions 577    •    Perspective 
Questions 577

Module A Networking Concepts 578
A.1 Introduction 578
A.2 A Sampling of Networks 579

A Simple Home Network 579
The acceSS rouTer 579
perSonal compuTerS 580
uTp wirinG 580
inTerneT acceSS line 581

A Building LAN 581
A Firm’s Wide Area Networks 582
The Internet 584
Applications 586

A.3 Network Protocols and  
Vulnerabilities 587

Inherent Security 587
Security Explicitly Designed into the 
Standard 587
Security in Older Versions of the  
Standard 587
Defective Implementation 588

A.4 Core Layers in Layered Standards 
Architectures 588

A.5 Standards Architectures 589
The TCP/IP Standards Architecture 589
The OSI Standards Architecture 590
The Hybrid TCP/IP-OSI  
Architecture 590

A.6 Single-Network Standards 590
The Data Link Layer 591
The Physical Layer 591

uTp 591
opTical fiber 591
wireleSS TranSmiSSion 592
SwiTch SuperviSory frameS 592

A.7 Internetworking Standards 593

A.8 The Internet Protocol 594
The IP Version 4 Packet 594
The First Row 594
The Second Row 595
The Third Row 595
Options 596
The Source and Destination IP  
Addresses 596
Masks 596
IP Version 6 597
IPsec 598

A.9 The Transmission Control  
Protocol 599

TCP: A Connection-Oriented and  
Reliable Protocol 599

connecTionleSS anD connecTion- 
orienTeD proTocolS 599
reliabiliTy 601

Flag Fields 602
Sequence Number Field 602
Acknowledgment Number Field 603



xviii Contents

Window Field 603
Options 604
Port Numbers 604

porT numberS on ServerS 604
porT numberS on clienTS 605
SockeTS 605

TCP Security 606

A.10 The User Datagram Protocol 606

A.11 TCP/IP Supervisory Standard 608
Internet Control Message Protocol 608
The Domain Name System 609
Dynamic Host Configuration  
Protocol 610
Dynamic Routing Protocols 611

Simple Network Management  
Protocol 612

A.12 Application Standards 613
hTTp anD hTml 613
e-mail 614
TelneT, fTp, anD SSh 615
oTher applicaTion STanDarDS 615

A.13 Conclusion 615
Hands-on Projects 615    •     
Project Thought Ques-
tions 617    •    Perspective Ques-
tions 617

Glossary 618
Index 635



xix

PrefaCe

The IT security industry has seen dramatic changes in the past decades. Security breaches, data 
theft, cyber attacks, and information warfare are now common news stories in the mainstream 
media. IT security expertise that was traditionally the domain of a few experts in large organiza-
tions has now become a concern for almost everyone.

These rapid changes in the IT security industry have necessitated more recent editions of 
this text. Old attacks are being used in new ways, and new attacks are becoming commonplace. 
We hope the changes to this new edition have captured some of these changes in the industry.

What’s NeW iN this editioN?

If you have used prior editions to this text, you will notice that almost all of the material you 
are familiar with remains intact. New additions to the text have been driven by requests from 
reviewers. More specifically, reviewers asked for a text that has a new opening case, business 
case studies at the end of each chapter, new hands-on projects, updated news articles, and more 
information related to certifications.

In addition to these changes in content, we have tried to add supplements that make the 
book easier to use and more engaging for students. Below is a list of the significant changes to 
this edition of the text.

Opening Case—The opening case in Chapter 1 covers a series of data breaches that  resulted 
in one of the largest known data losses to date. The case looks at the sequence of events 
surrounding the three data breaches at Sony Corp. It then examines how the attackers were 
able to steal the data, possible motives behind the attacks, arrests and punishment of the 
attackers, and the impacts on Sony Corp. This case acts as an illustration of the real-world 
threat environment corporations face today.

Business Case Studies—This edition has tried to have more of a business focus by  adding 
in a real-world case study at the end of each chapter. The case studies are designed to 
show how the material presented in the chapter could have a direct impact on an actual 
corporation. After each case study, there are key findings from prominent annual industry 
reports related to the case and chapter material. Case studies, combined with key findings 
from relevant industry reports, should provide ample material for classroom discussion. 
Open-ended case questions are included to help guide case discussions. They also offer 
students the opportunity to apply, analyze, and synthesize the material presented in the 
chapter.

New Hands-on Projects—Each chapter has new, or updated, hands-on projects that use 
contemporary security software. Each project relates directly to the chapter material. Stu-
dents are directed to take a screenshot to show they have completed the project. Projects 
are designed such that each student will have a unique screenshot after completing each 
project. Any sharing or duplication of project deliverables will be obvious.

Updated News Articles—Each chapter contains expanded and updated IT security news 
 articles. Over 80 percent of the news articles in this book reference stories that have 
 occurred since the prior edition was published.
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Expanded Material on Certifications—Reviewers of the prior edition asked for more 
 material related to IT security certifications. We live in a world that relies on credentials as 
a means of conveying legitimacy, skill, and possibly experience. In this respect, the secu-
rity field is no different. To this end, we have updated and expanded the certification focus 
article in Chapter 10. It is likely that students pursuing a career in the IT security industry 
will seek some type of certification.

Why Use This Book?
Intended audIence  This book is written for a one-term introductory course in IT security. 
The primary audience is upper-division BS majors in Information Systems, Computer Science, 
or Computer Information Systems. This book is also intended for graduate students in Masters 
of Information Systems (MSIS), Master of Business Administration (MBA), Master of Accoun-
tancy (MAcc), or other MS programs that are seeking a broader knowledge of IT security.

It is designed to provide students with IT security knowledge as it relates to corporate 
security. It will give students going into the IT security field a solid foundation. It can also serve 
as a network security text.

PrerequIsItes  This book can be used by students who have taken an introductory course 
in information systems. However, taking a networking course before using this book is strong-
ly advisable. For students who have not taken a networking course, Module A is a review of 
 networking with a special focus on security aspects of network concepts.

Even if networking is a prerequisite or corequisite at your school, we recommend covering 
Module A. It helps refresh and reinforce networking concepts.

BalancIng technIcal and ManagerIal content  Our students are going to need 
jobs. When you ask working IT security professionals what they are looking for in a new hire, 
they give similar responses. They want proactive workers who can take initiative, learn on their 
own, have strong technical skills, and have a business focus.

A business focus does not mean a purely managerial focus. Companies want a strong 
understanding of security management. But they also want a really solid understanding of 
 defensive security technology. A common complaint is that students who have taken  managerial 
courses don’t even know how stateful packet inspection firewalls operate, or what other types 
of firewalls are available. “We aren’t hiring these kids as security managers” is a common 
comment. This is usually followed by, “They need to start as worker bees, and worker bees 
start with technology.”

Overall, we have attempted to provide a strong managerial focus along with a solid 
 technical understanding of security tools. Most of this book deals with the technical aspects of 
protective countermeasures. But even the countermeasure chapters reflect what students need to 
know to manage these technologies. You can “throttle” the amount of technical content by using 
or not using the Hands-on Projects at the end of each chapter.

How Is This Book Organized?
The book starts by looking at the threat environment facing corporations today. This gets the 
students’ attention levels up, and introduces terminology that will be used throughout the rest of 
the book. Discussing the threat environment demonstrates the need for the defenses mentioned 
in later chapters.
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The rest of the book follows the good old plan–protect–respond cycle. Chapter 2 deals with 
planning, and Chapter 10 deals with incident and disaster response. All of the chapters in the 
middle deal with countermeasures designed to protect information systems.

The countermeasures section starts with a chapter on cryptography because cryptographic 
protections are part of many other countermeasures. Subsequent chapters introduce secure net-
works, access control, firewalls, host hardening, application security, and data protection. In 
general, the book follows the flow of data from networks, through firewalls, and eventually to 
hosts to be processed and stored.

usIng the Book In class  Chapters in this book are designed to be covered in a semester 
week. This leaves a few classes for exams, presentations, guest speakers, hands-on activities, or 
material in the module. Starting each class with a demonstration of one of the hands-on projects 
is a good way to get students’ attention.

It’s important for students to read each chapter before it’s covered in class. The chapters 
contain technical and conceptual material that needs to be closely studied. We recommend either 
giving a short reading quiz or requiring students to turn in Test Your Understanding questions 
before covering each chapter.

PowerPoInt slIdes and study FIgures  The PowerPoint lectures cover nearly 
 everything, as do the study figures in the book. Study figures even summarize main points from 
the text. This makes the PowerPoint presentations and the figures in the book great study aids.

test your understandIng questIons  After each section or subsection, there are 
Test Your Understanding questions. This lets students check if they really understood what they 
just read. If not, they can go back and master that small chunk of material before going on. The 

Cryptography
Chapter 3

Host
Hardening
Chapter 7 

Application
Security

Chapter 8 

Threat
Environment

Chapter 1

Access
Control

Chapter 5
Firewalls
Chapter 6

Secure
Networks
Chapter 4

Data
Protection
Chapter 9 

Planning &
Policy

Chapter 2 

Incident
Response
Chapter 10 

Protect

Plan Respond

Internet

0 #*

4
GHI

5
JKL

6
MNO

7
PQRS

8
TUV

9
WXYZ

1 2
ABC DEF

3



xxii Preface

test item file questions are linked to particular Test Your Understanding questions. If you cut 
some material out, it is easy to know what multiple-choice questions not to use.

IntegratIve thought questIons  At the end of each chapter, there are integrative 
Thought Questions which require students to synthesize what they have learned. They are more 
general in nature, and require the application of the chapter material beyond rote memorization.

hands-on Projects  Students often comment that their favorite part of the course is the 
Hands-on Projects. Students like the Hands-on Projects because they get to use contemporary 
IT security software that relates to the chapter material. Each chapter has at least two applied 
projects and subsequent Project Thought Questions.

Each project requires students to take a unique screenshot at the end of the project as proof 
they completed the project. Each student’s screenshot will include a time stamp, the student’s 
name, or another unique identifier.

case study  Each chapter includes a real-world case study focused on how IT security 
 affects corporations. More specifically, each case study is designed to illustrate how the material 
presented in the chapter could impact a corporation. Along with each case study are related key 
findings from prominent annual industry reports. Links to each industry report are provided and 
can be used as supplementary reading. Case studies, combined with key findings from relevant 
industry reports, should provide ample material for classroom discussion.

case dIscussIon questIons  Case studies are followed by a series of open-end-
ed  questions to guide case-based classroom discussions. They offer students the opportunity 
to  apply, analyze, and synthesize the material presented in the chapter within the context of a 
 real-world business case.

PersPectIve questIons  There are two general questions that ask students to reflect on 
what they have studied. These questions give students a chance to think comprehensively about 
the chapter material at a higher level.

hey! where’s all the attack soFtware?  This book does not teach students how to 
break into computers. There is software designed specifically to exploit vulnerabilities and gain 
access to systems. This book does not cover this type of software. Rather, the focus of the book 
is how to proactively defend corporate systems from attacks.

Effectively securing corporate information systems is a complicated process. Learning 
how to secure corporate information systems requires the entire book. Once students have a good 
understanding of how to secure corporate systems, they might be ready to look at penetration 
testing software.

With 10 chapters, you do have time to introduce some offense. However, if you do teach 
offense, do it carefully. Attack tools are addictive, and students are rarely satisfied using them in 
small labs that are carefully air-gapped from the broader school network and the Internet. A few 
publicized attacks by your students can get IT security barred from the curriculum.

Instructor Supplements
This is a hard course to teach. We have tried to build in as much teacher support as possible. Our 
goal was to reduce the total amount of preparation time instructors had to spend getting ready to 
teach this course.
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Learning new course material, monitoring current events, and managing an active research 
agenda is time-consuming. We hope the instructor supplements make it easier to teach a high-
quality course with less prep time.

onlIne Instructor resources  The Pearson Higher Education website (http://www.
pearsonhighered.com) has all of the supplements discussed below. These include the PowerPoint 
lectures, test item file, TestGen software, teacher’s manual, and a sample syllabus.

PowerPoInt lectures  There is a PowerPoint lecture for each chapter. They aren’t “a few 
selected slides.” They are full lectures with detailed figures and explanations. And they aren’t 
made from figures that look pretty in the book but that are invisible on slides. We have tried to 
create the PowerPoint slides to be pretty self-explanatory.

test IteM FIle  The test item file for this book makes creating, or supplementing, an exam 
with challenging multiple-choice questions easy. Questions in the test item file refer directly to 
the Test Your Understanding questions located throughout each chapter. This means exams will 
be tied directly to concepts discussed in the chapter.

teacher’s Manual  The Teacher’s Manual has suggestions on how to teach the chapters. 
For instance, the book begins with threats. In the first class, you could have students list every-
body who might attack them. Then have them come up with ways each group is likely to attack 
them. Along the way, the class discussion naturally can touch on chapter concepts such as the 
distinction between viruses and worms.

saMPle syllaBus  We have included a sample syllabus if you are teaching this course for 
the first time. It can serve as a guide to structuring the course and reduce your prep time.

student FIles  Study Guide and Homework files in Word are available for download by 
accessing www.pearsonhighered.com/boyle.

e-MaIl us  Please feel free to e-mail us. You can reach Randy at BoyleRJ@Longwood.edu, or 
Ray at Ray@Panko.com. Your Pearson Sales Representative can provide you with support, but 
if you have a question, please also feel free to contact us. We’d also love suggestions for the next 
edition of the book and for additional support for this edition.
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The Threat Environment

Chapter Outline

1.1 Introduction

1.2 Employee and Ex-Employee Threats

1.3 Malware

1.4 Hackers and Attacks

1.5 The Criminal Era

1.6 Competitor Threats

1.7 Cyberwar and Cyberterror

1.8 Conclusion

Learning Objectives

After studying this chapter, you should be able to:

■ Define the term threat environment.

■ Use basic security terminology.

■ Describe threats from employees and ex-employees.

■ Describe threats from malware writers.

■  Describe traditional external hackers and their attacks, including break-in processes, social engineering, and 
denial-of-service attacks.

■  Know that criminals have become the dominant attackers today, describe the types of attacks they make, and 
discuss their methods of cooperation.

■ Distinguish between cyberwar and cyberterror.
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1.1 IntroductIon

The	world	today	is	a	dangerous	place	for	corporations.	The	Internet	has	given	firms	access	to	
	billions	of	customers	and	other	business	partners,	but	it	has	also	given	criminals	access	to	hun-
dreds	of	millions	of	corporations	and	individuals.	Criminals	are	able	 to	attack	websites,	data-
bases,	and	critical	information	systems	without	ever	entering	the	corporation’s	host	country.

Corporations	have	become	critically	dependent	on	information	technology	(IT)	as	part	of	
their	overall	competitive	advantage.	In	order	to	protect	their	IT	infrastructure	from	a	variety	of	
threats,	and	subsequent	profitability,	corporations	must	have	comprehensive	IT	security	policies,	
well-established	procedures,	hardened	applications,	and	secure	hardware.

Basic Security terminology

the threat envIronment	 If	companies	are	to	be	able	to	defend	themselves,	they	need	an	
understanding	of	the	threat environment—that	is,	the	types	of	attackers	and	attacks	companies	
face.	“Understanding	the	threat	environment”	is	a	fancy	way	of	saying	“Know	your	enemy.”	If	
you	do	not	know	how	you	may	be	attacked,	you	cannot	plan	to	defend	yourself.	This	chapter	will	
focus	almost	exclusively	on	the	threat	environment.

The threat environment consists of the types of attackers and attacks that companies face.

The Threat Environment
The threat environment consists of the types of attackers and attacks that companies face

Security Goals
Confidentiality

Confidentiality means that people cannot read sensitive information, either while it is on a computer 
or while it is traveling across a network

Integrity
Integrity means that attackers cannot change or destroy information, either while it is on a computer 
or while it is traveling across a network. Or, at least, if information is changed or destroyed, then the 
receiver can detect the change or restore destroyed data

Availability
Availability means that people who are authorized to use information are not prevented from doing so

Compromises
Successful attacks
Also called incidents and breaches

Countermeasures
Tools used to thwart attacks
Also called safeguards, protections, and controls
Types of countermeasures

Preventative
Detective
Corrective

FIgure 1-1 Basic Security Terminology (Study Figure)
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SecurIty goalS	 Corporations	 and	 subgroups	 in	 corporations	 have	 security goals— 
conditions	 that	 the	security	staff	wishes	 to	achieve.	Three	common	core	goals	are	 referred	 to	
	collectively	as	CIA.	This	is	not	the	Central	Intelligence	Agency.	Rather,	CIA	stands	for	confi-
dentiality,	integrity,	and	availability.

•	 Confidentiality—Confidentiality	 means	 that	 people	 cannot	 read	 sensitive	 information,	
either	while	it	is	on	a	computer	or	while	it	is	traveling	across	a	network.

•	 Integrity—Integrity	 means	 that	 attackers	 cannot	 change	 or	 destroy	 information,	 either	
while	it	is	on	a	computer	or	while	it	is	traveling	across	a	network.	Or,	at	least,	if	information	
is	changed	or	destroyed,	then	the	receiver	can	detect	the	change	or	restore	destroyed	data.

•	 Availability—Availability	means	 that	people	who	are	authorized	 to	use	 information	are	
not	prevented	from	doing	so.	Neither	a	computer	attack	nor	a	network	attack	will	keep	
them	away	from	the	information	they	are	authorized	to	access.

Many	security	specialists	are	unhappy	with	the	simplistic	CIA	goal	taxonomy	because	they	feel	
that	companies	have	many	other	 security	goals.	However,	 the	CIA	goals	are	a	good	place	 to	
begin	thinking	about	security	goals.

compromISeS	 When	a	threat	succeeds	in	causing	harm	to	a	business,	this	is	called	an		incident,	
breach,	or	compromise.	Companies	try	to	deter	incidents,	of	course,	but	they	usually	have	to	
face	several	breaches	each	year,	so	response	to	incidents	is	a	critical	skill.	In	terms	of	the	business	
process	model,	threats	push	the	business	process	away	from	meeting	one	or	more	of	its goals.

When a threat succeeds in causing harm to a business, this is called an incident, breach, 
or compromise.

countermeaSureS	 Naturally,	security	professionals	try	to	stop	threats.	The	methods	they	
use	 to	 thwart	attacks	are	called	countermeasures,	safeguards,	protections,	or	controls.	The	
goal	of	countermeasures	is	to	keep	business	processes	on	track	for	meeting	their	business	goals	
despite	the	presence	of	threats	and	actual	compromises.

Tools used to thwart attacks are called countermeasures, safeguards, or controls.

Countermeasures	can	be	technical,	human,	or	(most	commonly)	a	mixture	of	the	two.	Typically,	
countermeasures	are	classified	into	three	types:

•	 Preventative—Preventative	countermeasures	keep	attacks	from	succeeding.	Most	controls	
are	preventative	controls.

•	 Detective—Detective	countermeasures	identify	when	a	threat	is	attacking	and	especially	
when	it	is	succeeding.	Fast	detection	can	minimize	damage.

•	 Corrective—Corrective	 countermeasures	 get	 the	 business	 process	 back	 on	 track	 after	 a	
compromise.	The	faster	 the	business	process	can	get	back	on	 track,	 the	more	 likely	 the	
business	process	will	be	to	meet	its	goals.

teSt your underStandIng

 1. a. Why	is	it	important	for	firms	to	understand	the	threat	environment?
 b. Name	the	three	common	security	goals.
 c. Briefly	explain	each	goal.
 d. What	is	an	incident?
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 e. What	are	the	synonyms	for	incidents?
 f. What	are	countermeasures?
 g. What	are	the	synonyms	for	countermeasure?
 h. What	is	the	goal	of	countermeasures?
 i. What	are	the	three	types	of	countermeasures?

1 Shane	Richmond	and	Christopher	Williams.	“Millions	of	Internet	Users	Hit	by	Massive	Sony	PlayStation	Data	Theft,”	
The Telegraph,	 April	 26,	 2011.	 http://www.telegraph.co.uk/technology/news/8475728/Millions-of-internet-users-hit-
by-massive-Sony-PlayStation-data-theft.html.
2	Dean	Takahashi,	“Chronology	of	the	Attack	on	Sony’s	PlayStation	Network,”	VentureBeat.com,	May	4,	2011.	http://
venturebeat.com/2011/05/04/chronology-of-the-attack-on-sonys-playstation-network/#QuSrgtEootxXhtil.99.
3	Dean	Takahashi,	“Sony	Executive	Kaz	Hirai	Apologizes	for	PlayStation	Network	Outage,”	VentureBeat.com,	April	30,	
2011.	http://venturebeat.com/2011/04/30/psn-outage-apolog/.

If	this	terminology	seems	abstract,	it	may	help	
to	 look	 at	 a	 specific	 attack	 to	put	 these	 terms	
into	context	and	to	show	how	complex	security	
attacks	can	be.	We	will	begin	with	one	of	 the	
largest	losses	of	private	customer	information.	
These	were	 a	 series	 of	 data	 breaches	 at	 Sony	
Corporation.

Sony Corporation

Sony	Corporation	 is	 a	 Japanese	multinational	
corporation	 founded	 in	 1946	 that	 focuses	 on	
electronics,	 game,	 entertainment,	 and	 finan-
cial	services.	It	employs	about	146,300	people	
and	has	annual	revenues	of	about	$72.3	billion.	
Sony	is	widely	known	for	its	televisions,	digital	
imaging,	audio/video	hardware,	PCs,	semicon-
ductors,	 electronic	 components,	 and	 gaming	
platform.

The First Attack
The	first	of	three	attacks	on	Sony	occurred	on	
April	 17–19,	 2011,	 just	 weeks	 after	 the	 cata-
strophic	 earthquake,	 tsunami,	 and	 subsequent	
reactor	 meltdowns	 in	 Japan.	 Attackers	 used	
SQL	 injection	 to	 steal	 77	 million	 accounts	
containing	 personally	 identifiable	 information	
(PII)	including	names,	addresses,	dates	of	birth,	
usernames,	passwords,	security	questions,	and	

some	 credit	 card	 numbers.1	 Considering	 the	
amount	 and	 sensitive	 nature	 of	 the	 data	 sto-
len,	this	attack	is	easily	one	of	the	most	severe	
losses	of	consumer	data	to	date.

Sony	detected	unusual	server	activity	on	
April	19	and	brought	in	forensic	examiners	to	
determine	 if	 data	may	 have	 been	 stolen.2	 On	
April	20,	Sony	 turned	off	 access	 to	 the	entire	
77	 million-user	 Sony	 PlayStation	 Network	
(PSN)	 fearing	 that	 the	attackers	accessed	user	
accounts.	 Sony	 then	 provided	 the	 FBI	 with	
information	about	the	attack.

Sony	 publicly	 acknowledged	 the	 intru-
sion	 on	 April	 26,	 more	 than	 a	 week	 after	 it	
became	 aware	 of	 it.	 Sony	 would	 later	 face	
scrutiny	 about	 its	 decision	 to	 delay	 telling	 its	
customers	 that	 attackers	 had	 access	 to	 their	
account	information	for	a	full	week.

On	 April	 30,	 the	 CEO	 of	 Sony,	 Kazuo	
Hirai,	 apologized	 to	 PSN	 gamers	 for	 the	 loss	
of	their	account	information	and	the	continuing	
PSN	outage.3	At	the	press	conference	Hirai	said,

These	illegal	attacks	obviously	highlight	
the	 widespread	 problem	 with	 cyber-
security.	We	take	the	security	of	our	con-
sumers’	 information	 very	 seriously	 and	
are	committed	to	helping	our	consumers	
protect	 their	 personal	 data.	 In	 addition,	

Case study 
The Sony Data Breaches

http://www.telegraph.co.uk/technology/news/8475728/Millions-of-internet-users-hit-by-massive-Sony-PlayStation-data-theft.html
http://www.telegraph.co.uk/technology/news/8475728/Millions-of-internet-users-hit-by-massive-Sony-PlayStation-data-theft.html
http://venturebeat.com/2011/05/04/chronology-of-the-attack-on-sonys-playstation-network/#QuSrgtEootxXhtil.99
http://venturebeat.com/2011/05/04/chronology-of-the-attack-on-sonys-playstation-network/#QuSrgtEootxXhtil.99
http://venturebeat.com/2011/04/30/psn-outage-apolog/


	 Chapter	1	 •	 The	Threat	Environment	 5

FIgure 1-2 The Sony Data Breaches (Study Figure)

Sony Corporation
Multinational corporation focused on electronics, game, entertainment, and financial services

Has approximately 146,300 employees and $72.3 billion in revenue

The First Attack
Occurred weeks after a catastrophic earthquake, tsunami, and subsequent reactor meltdowns in Japan

SQL injection was used to steal 77 million accounts with personally identifiable information

PlayStation Network shutdown for weeks

More than a week delay in notifying users about the data loss

Increased level of security

The Second Attack
Additional 24.6 million accounts stolen from Sony Online Entertainment

Similar SQL injection attack

Greatly enhanced security put in place

PlayStation Network offline for about three weeks

The Third Attack
One million additional user accounts stolen from SonyPictures.com

Weeks after PlayStation Network comes back online

LulzSec takes credit

Attackers claim to have used a simple SQL injection technique

The Attack Method—SQL Injection
Sending modified SQL statements through web application

Unexpected values passed

Attempts to alter how SQL statement is processed

Can be used to manipulate stored data

Attackers and Their Motives
Members of LulzSec and Anonymous

Possibly motivated by Sony’s lawsuit against George Hotz for jailbreaking PlayStation 3

Multiple arrests, convictions, prison sentences, and fines

Informant help identify other attackers

The Fallout
Sony provided free identity theft services and online games

£250,000 fine from the UK

Estimated losses at $171 million

(continued)
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4	Jason	Schreier,	“Sony	Hacked	Again;	25	Million	Entertainment	Users’	Info	at	Risk,”	Wired.com,	May	2,	2011.	http://
www.wired.com/gamelife/2011/05/sony-online-entertainment-hack/.
5	Dan	Pearson,	“24.6	Million	SOE	Accounts	Potentially	Compromised,”	GameIndustry.biz,	May	3,	2011.	http://www.
gamesindustry.biz/articles/2011-05-03-24-6-million-soe-accounts-potentially-compromised.
6	Patrick	Seybold,	“Sony’s	Response	to	the	U.S.	House	of	Representatives,”	PlayStation.com,	May	4,	2011.	http://blog.
us.playstation.com/2011/05/04/sonys-response-to-the-u-s-house-of-representatives/.	
7	Mark	Hachman,	“Play	Station	Hack	to	Cost	Sony	$171M;	Quake	Costs	far	Higher,”	PCMag.com,	May	23,	2011.	http://
www.pcmag.com/article2/0,2817,2385790,00.asp.
8	Christina	Warren,	“Sony	Pictures	Website	Hacked,	1	Million	Accounts	Exposed,”	Mashable.com,	June	2,	2011.	http://
mashable.com/2011/06/02/sony-pictures-hacked/.
9Julianne	Pepitone,	“Group	Claims	Fresh	Hack	of	1	Million	Sony	Accounts,”	CNN Money,	June	2,	2011.	http://money.
cnn.com/2011/06/02/technology/sony_lulz_hack/index.htm.

the	 organization	 has	worked	 around	 the	
clock	to	bring	these	services	back	online,	
and	are	doing	so	only	after	we	had	veri-
fied	 increased	 levels	 of	 security	 across	
our	networks.

The Second Attack

The	 ink	 wasn’t	 dry	 from	 the	 humbling	 press	
conference	 when	 Sony	 found	 evidence	 of	
a	 new	 attack	 on	May	1.4	On	May	2,	 forensic	
investigators	found	evidence	that	an	additional 
24.6 million	user	accounts	were	compromised	
in	 a	 similar	 SQL	 injection	 attack	 on	 Sony	
Online	 Entertainment.	 In	 addition	 to	 the	 user	
account	 information,	more	 than	 12,700	 credit	
card	 numbers	 and	 10,700	 debit	 card	 numbers	
had	been	stolen.	Sony	 later	clarified	 that	only	
900	of	the	possible	12,700	credit	card	numbers	
were	still	active.5

All	of	Sony	Online	Entertainment	servers	
were	immediately	taken	down.	The	total	num-
ber	of	lost	accounts	was	now	over	100	million.	
Hundreds	 of	 servers	were	 shut	 down,	 gaming	
services	were	unavailable	for	millions	of	users,	
and	future	compensation	costs	were	mounting.

On	May	4,	Kazuo	Hirai	submitted	a	writ-
ten	 response	 to	 the	 U.S.	 Congress	 about	 the	
attacks.6	 He	 specifically	 mentioned	 the	 steps	
that	Sony	was	taking	to	prevent	future	breaches	
including	 enhanced	 “data	 protection	 and	
encryption	enhanced	ability	to	detect	software	
intrusions,	 unauthorized	 access	 and	 unusual	
activity	 patterns;	 additional	 firewalls;	 estab-
lishment	of	a	new	data	center	in	an	undisclosed	

location	 with	 increased	 security;	 and	 the	
naming	 of	 a	 new	 Chief	 Information	 Security	
Officer.”

On	May	 15,	 some	 PSN	 services	 started	
coming	 online	 in	 select	 countries	 after	 being	
offline	 for	 about	 three	weeks.	Sony	estimated	
that	 the	 costs	 related	 to	 the	 attacks	would	 be	
over	$171	million.7	According	to	Sony,	credit	
card	companies	had	not	reported	any	fraudulent	
transactions	associated	with	the	intrusion.

The Third Attack

Sony	was	besieged	by	yet	another	online	SQL	
injection	 attack	 only	 a	 few	 weeks	 after	 PSN	
services	 started	 coming	 back	 online.8	 On	
June	2,	a	group	named	LulzSec	posted	a	press	
release	 and	 multiple	 data	 files,	 claiming	 to	
have	stolen	over	1	million	user	accounts	from	
SonyPictures.com.9	The	following	is	part	of	the	
LulzSec	press	release:

Greetings	 folks.	 We’re	 LulzSec,	 and	
welto	 Sownage.	 Enclosed	 you	will	 find	
various	 collections	 of	 data	 stolen	 from	
internal	Sony	networks	and	websites,	all	
of	which	we	accessed	easily	and	without	
the	need	for	outside	support	or	money.

We	recently	broke	into	SonyPictures.
com	 and	 compromised	 over	 1,000,000	
users’	personal	information,	including	pass-
words,	 e-mail	 addresses,	 home	 addresses,	
dates	of	birth,	and	all	Sony	opt-in	data	asso-
ciated	 with	 their	 accounts.	 Among	 other	
things,	 we	 also	 compromised	 all	 admin	

http://www.wired.com/gamelife/2011/05/sony-online-entertainment-hack/
http://www.wired.com/gamelife/2011/05/sony-online-entertainment-hack/
http://www.gamesindustry.biz/articles/2011-05-03-24-6-million-soe-accounts-potentially-compromised
http://www.gamesindustry.biz/articles/2011-05-03-24-6-million-soe-accounts-potentially-compromised
http://www.pcmag.com/article2/0,2817,2385790,00.asp
http://www.pcmag.com/article2/0,2817,2385790,00.asp
http://mashable.com/2011/06/02/sony-pictures-hacked/
http://mashable.com/2011/06/02/sony-pictures-hacked/
http://money.cnn.com/2011/06/02/technology/sony_lulz_hack/index.htm
http://money.cnn.com/2011/06/02/technology/sony_lulz_hack/index.htm
http://blog.us.playstation.com/2011/05/04/sonys-response-to-the-u-s-house-of-representatives/
http://blog.us.playstation.com/2011/05/04/sonys-response-to-the-u-s-house-of-representatives/
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10	The	original	press	release	was	posted	on	http://lulzsecurity.com/.	At	the	time	of	this	writing,	all	content	from	the	site	
had	been	removed.

details	 of	 Sony	 Pictures	 (including	 pass-
words)	 along	 with	 75,000	 “music	 codes”	
and	3.5	million	“music	coupons.”10

The	press	 release	went	 on	 to	give	more	
details	 about	 the	 attack	 and	 the	 contents	 of	
the	associated	data	 files.	The	attackers	used	a	
simple	SQL	 injection	 technique	 to	 extract	 the	
stolen	 information.	 They	were	 also	 critical	 of	
Sony’s	security	efforts.

What’s	worse	is	that	every	bit	of	data	we	
took	wasn’t	encrypted.	Sony	stored	over	
1,000,000	passwords	of	 its	customers	 in	
plaintext,	which	means	it’s	 just	a	matter	
of	taking	it.	This	is	disgraceful	and	inse-
cure:	they	were	asking	for	it.

The Attack Method—SQL Injection

What	 is	 SQL	 injection?	 SQL	 injection	 is	 an	
attack	 that	 involves	 sending	 modified	 SQL	
statements	 to	 a	 web	 application	 that	 will,	 in	
turn,	 modify	 a	 database.	 Attackers	 can	 send	
unexpected	 input	 through	 their	 web	 browser	
that	 will	 enable	 them	 to	 read	 from,	 write	 to,	
and	 even	 delete	 entire	 databases.	 SQL	 injec-
tion	can	even	be	used	to	execute	commands	on	
the	 server.	SQL	 injection	 is	 a	 common	attack	
method	 for	 many	 of	 the	 high-profile	 attacks	
seen	in	the	news.

Below	is	a	simple	example	of	how	SQL	
injection	could	be	used.

***Warning***SQL injection can cause tre-
mendous damage and harm. It is illegal to do 
on other systems and you will be prosecuted. 
Do not use SQL injection on any system with-
out permission.

Normal SQL Statement for Login

Login	screens	require	users	to	enter	a	username	
and	password.	These	values	are	then	passed	to	
the	 web	 application	 and	 checked	 against	 val-
ues	in	the	database.	The	SQL	statement	below	
shows	how	these	parameters	might	be	passed	to	
a	database	for	a	legitimate	login.

Information	 from	 this	 login	 is	 used	 to	
make	the	following	SQL	statement:

SELECT FROM Users WHERE 
username=‘boyle02’ AND 
password=‘12345678’;

Both	 the	 username	 (boyle02)	 and	 pass-
word	 (12345678)	 are	 strings	 that	 can	 include	
letters,	numbers,	and	characters.	They	are	both	
enclosed	by	single	quotes,	and	 the	SQL	state-
ment	ends	with	a	semicolon.

Malformed SQL Statement for Login

In	 the	 SQL	 statement	 below,	 the	 password	
(12345678)	 is	 replaced	 with	 text	 (whatever’	
or	1=1—).	This	will	alter	how	the	SQL	query	
is	 interpreted.	 Note	 that	 the	 additional	 single	
quote	 after	 the	 word	 “whatever”	 encloses	
the	 password.	 Since	 the	 actual	 password	

Username: boyle02

12345678Password:

FIgure 1-3 Normal Login

Username: boyle02

whatever’ or 1=1--Password:

FIgure 1-4 SQL Injection
(continued)

http://lulzsecurity.com/


8	 Chapter	1	 •	 The	Threat	Environment

11	Chris	Davies,	“Anonymous	Denies	Sony	PSN	‘We	Are	Legion’	Calling	Card,”	SlashGear.com,	May	5,	2011.	http://
www.slashgear.com/anonymous-denies-sony-psn-we-are-legion-calling-card-05150280/.
12	Sarah	Purewal,	“Sony	Sues	PS3	Hackers,”	PCWorld.com,	January	12,	2011.	http://www.pcworld.com/article/216547/
Sony_Sues_PS3_Hackers.html.
13	Michael	Stone,	“Anonymous	#OpSony:	DDoS	Attacks	Against	Play	Station	Succeed,”	Examin-er.com,	April	6,	2011.	
http://www.examiner.com/article/anonymous-opsony-ddos-attacks-against-playstation-succeed.
14	Julianne	Pepitone,	“Group	Claims	Fresh	Hack	of	1	Million	Sony	Accounts,”	CNN Money,	June	2,	2011.	http://money.
cnn.com/2011/06/02/technology/sony_lulz_hack/index.htm.
15	Kim	Zetter,	“FBI	Arrests	U.S.	Suspect	in	LulzSec	Sony	Hack;	Anonymous	also	Targeted,”	Wired.com,	September	22,	
2011.	http://www.wired.com/threatlevel/2011/09/sony-hack-arrest/.
16	Salvador	Rodriquez,	“LulzSec	Hacker	Sentenced	 to	a	Year	 in	Federal	Prison,”	Los Angles Times,	April	18,	2013.	
http://articles.latimes.com/2013/apr/18/business/la-fi-tn-lulzsec-hacker-year-sentence-20130418.
17	N.	R.	Kleinfield	and	Somini	Sengupta,	“Hacker,	 Informant	and	Party	Boy	of	 the	Projects,”	The New York Times,	
March	8,	2012.	http://www.nytimes.com/2012/03/09/technology/hacker-informant-and-party-boy-of-the-projects.html.

(12345678)	is	not	“whatever”	the	login	should	
fail.	 However,	 the	 additional	 parameters	 will	
ensure	that	the	login	succeeds.

The	rest	of	the	injected	SQL	statement	is	
processed	normally.	The	 logical	operator	 “or”	
is	used	to	create	a	two-part	WHERE	clause.	The	
first	part	of	the	clause	will	return	a	false	value	
for	the	WHERE	clause.	The	second	part	of	the	
clause,	 1=1,	 will	 always	 return	 a	 true	 value.	
This	guarantees	that	the	login	will	succeed.

Information	 from	 this	 login	 is	 used	 to	
make	the	following	malformed	SQL	statement:

SELECT FROM Users WHERE 
username=‘boyle02’ AND 
password=‘whatever’ or 1=1--’;

In	this	case,	SQL	injection	was	used	as	a	
simple	authentication	bypass.	In	the	case	of	the	
Sony	data	breaches,	SQL	injection	was	used	to	
extract	 information	 from	 corporate	 databases	
through	a	web	interface.	SQL	injection	is	cov-
ered	in	greater	depth	in	Chapter	8.

Attackers and Their Motives

Members	 of	 two	 affiliated	 hacking	 groups,	
Anonymous	and	LulzSec,	were	likely	behind	
the	 attacks	 on	 Sony.	 The	 Anonymous	 hack-
ing	group	released	a	press	statement	denying	
involvement	after	Sony	claimed	to	have	found	
a	file	named	“Anonymous”	containing	the	text	
“We	are	Legion”	after	the	first	two	attacks.11

Just	before	the	Sony	attacks,	Anonymous	
said	 it	 was	 launching	 operation	 “#OpSony”	
in	 response	 to	 Sony’s	 lawsuit	 against	George	
Hotz.12	Sony	was	suing	George	Hotz	 for	 jail-
breaking	its	PlayStation	3.	In	a	statement	from	
Anonymous	it	said	Sony	would	“experience	the	
wrath	of	Anonymous.”13

While	 LulzSec	 took	 credit	 for	 the	 third	
attack,	 on	 SonyPictures.com,14	 it’s	 likely	 that	
the	 attackers	 were	 members	 of	 both	 groups.	
Numerous	 members	 of	 Anonymous	 and	
LulzSec	were	arrested	for	a	variety	of	computer	
crimes.	One	such	arrest	occurred	on	September	
22,	2011,	when	the	FBI	arrested	Arizona	native	
Cody	Andrew	Kretsinger.15

Kretsinger,	 AKA	 “recursion,”	 pled	
guilty	and	was	sentenced	 to	one	year	and	one	
day	 in	 federal	 prison	 after	 being	 convicted	
of	 federal	 computer	 hacking	 charges	 related	
to	 his	 involvement	 in	 the	 Sony	 attacks.16 
He	 was	 also	 ordered	 to	 perform	 1,000	 hours	
of	 community	 service	 and	 pay	 $605,663	 in	 
restitution.

Another	 LulzSec	 member,	 Hector	
Monsegur,	 AKA	 “Sabu,”	 was	 awaiting	 sen-
tencing	 at	 the	 time	 of	 this	writing.	Monsegur	
faces	 a	 possible	 122	 years	 in	 prison	 for	 vari-
ous	 computer	 crimes.	 Federal	 investigators	
will	 likely	 recommend	a	greatly	 reduced	 sen-
tence	 because	 he	was	 the	 key	 informant	who	
helped	 identify	 numerous	 other	 members	 of	
LulzSec.17
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teSt your underStandIng

 2. a. Who	were	the	victims	in	the	Sony	breach?
 b. How	did	the	attackers	steal	the	information	from	Sony?	Explain.
 c. What	likely	motivated	the	attackers?
 d. What	is	SQL	injection?
 e. Were	Sony’s	security	measures	strong	enough?	Why	or	why	not?

1.2 employee and ex-employee threatS

Having	 looked	at	 threats	 in	general,	 at	key	 security	 terminology,	and	at	 a	particular	compro-
mise,	we	will	now	look	at	specific	elements	of	the	corporate	threat	environment.	We	will	begin	
by	 looking	 inside	 the	 firm,	 at	 the	 threats	 created	 by	 employees.	When	 firms	 began	 getting	
their	own	computers	in	the	1960s,	they	soon	found	that	disgruntled	and	greedy	employees	and	
	ex-employees	are	serious	security	threats.	As	firms	have	become	more	dependent	on	information	
technology,	the	threats	from	insiders	have	become	more	perilous.

Why employees are dangerous

Employees	and	ex-employees	are	very	dangerous	for	four	reasons:

•	 They	usually	have	extensive	knowledge	of	systems.
•	 They	often	have	the	credentials	needed	to	access	sensitive	parts	of	systems.
•	 They	know	corporate	control	mechanisms	and	so	often	know	how	to	avoid	detection.
•	 Finally,	 companies	 tend	 to	 trust	 their	 employees.	 In	 fact,	when	 security	 insists	 that	 an	

employee	behave	in	a	particular	way	or	explain	an	apparent	security	violation,	it	is	com-
mon	for	the	employee’s	manager	to	protect	the	employee	against	“security	interference.”

Employees and ex-employees are very dangerous because they have extensive knowledge 
of systems, have the credentials needed to access sensitive parts of systems, often know how 
to avoid detection, and can benefit from the trust that usually is accorded to “our people.”

The Fallout

Following	 the	data	breaches,	Sony	offered	 its	
users	 compensation	 in	 the	 form	 of	 one	 year	
of	free	identity	theft	services,	a	month	of	free	
online	gaming	service,	and	couple	games	from	
a	 limited	 selection	 of	 games.18	 To	 date,	 no	
known	 credit	 fraud	 has	 occurred	 as	 a	 direct	
result	of	the	Sony	data	breaches.

Sony	was	fined	£250,000	(about	$395,000)	
by	 the	 Information	 Commissioner’s	 Office	 in	
the	 UK.	 Deputy	 Commissioner	 David	 Smith	
said	 that	 “the	 security	 measures	 were	 simply	
not	good	enough.”19	Other	losses	related	to	the	
attack	 are	 harder	 to	 quantify.	While	Sony	 esti-
mates	its	direct	losses	at	$171	million,	it	may	be	
more	difficult	to	quantify	the	impact	of	the	series	
of	data	breaches	on	Sony’s	reputation.
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